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Abstract: Devices that coexist in the Internet of Things environment are growing in
number and their application is becoming more diverse. This opens many problem areas
for research. Examples of such areas are the classification of IoT devices, the detection of
network traffic anomalies that such devices generate, and the monitoring and management
of IoT devices and communication infrastructure. Certain researches indicate homogeneity
of device behavior within individual groups of IoT devices and heterogeneity between
different groups. The problem of defining groups of devices with similar characteristics is
emphasized. This paper presents an analysis of network traffic features generated by loT
devices in order to gain insight into the traffic features that can be used as a framework
for further research in a field of device class definition and device classification in the IoT
environment.
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1. Introduction and previous research

The appearance of the Internet of Things (IoT) concept as a new direction in
technological development and a new communication paradigm that brings together
billions of new devices connected to the Internet, creates a new space for security
vulnerabilities that can be exploited for unauthorized and malicious activities.

According to the forecasts presented in [1], until 2020, approximately 31 billion
IoT devices will exist globally in use. In this case, 41% or 12.86 billion IoT devices will
be installed within the concept of a smart home (SH) [2]. The limitations of IoT devices in
general, and thus SHIoT (smart home IoT) devices, are described in a research [3], covering
hardware constraints, high autonomy requirements and low production cost, which reduces
the ability to implement advanced security methods and increases the risk of many threats
presented in [4].

The traffic generated by SHIoT devices or MTC (Machine Type Communication)
traffic is different from the traffic generated through conventional devices, HTC (Human



Type Communication) traffic, as shown by research [5]. Although SHIoT devices are
characterized by heterogeneity, MTC traffic is homogeneous in contrast to HTC traffic,
which means that devices of the same or similar purpose behave approximately equally,
that is, generate traffic of similar characteristics [6], [7].

The specific features of MTC traffic have been used to solve many problems in
the communication network. Research [8] looks at the impact of MTC traffic on QoS when
integrating with HTC traffic in the LTE communication network. The identification and
classification of IoT devices in smart cities and campuses, and smart environments using
the characteristics of MTC traffic has been demonstrated by research [9] and [10]. Research
[11] seeks to identify new requirements and challenges in the design and management of a
mobile communications network imposed by the generation of MTC traffic.

This research aims to provide an overview of the traffic features that make it
possible to differentiate a variety of smart home IoT devices as one of the fastest growing
areas of the IoT concept application. As a result, a framework of relevant traffic features
can be formed, according to which it is possible to distinguish IoT devices for further
research in the field of classification of such devices and detection of their illegitimate
behaviour.

2. The importance and representation of a smart home as an area of IoT concept
application

According to Gartner, the largest representation and application of the IoT
concept by the number of IoT devices used by 2017 was in the field of smart building
environments. After 2017, the concept of a smart home is the environment that integrates
the largest number of IoT devices [12]. The representation of IoT devices by application
categories is shown in Figure 1, which shows the dominance of IoT devices in the private
sector and implies a smart home environment, relative to business sectors.
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Figure 1. Number of implemented devices by category of application [1], [13]

A clearer insight into the representation of IoT devices by field of application is
provided by IHS Markit survey [14]. Figure 2 shows that the smart home concept has the
highest number of installed IoT devices (822.6 million) over other applications. The annual
growth rate (prediction by 2021) is 19.6%, making the smart home concept, with the
Industrial IoT concept (CAGR 23.4%) the fastest growing area of [oT concept application.
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The number of smart homes that have implemented SHIoT devices from each
category is shown in Figure 3. The figure shows a prediction of continued growth in device
deployment across all these categories through 2023. According to [15], the largest
increase is expected for homes with implemented SHIoT devices from the "monitoring and
connectivity" category, which includes devices such as smart sockets, switches, and
speakers. The statistical indicators presented in [16] indicate a continuous increase in
revenue for this group of devices up to 2023 by region. The Asian (China) prediction
indicates an annual revenue growth rate of 35%, while in the US and Europe it ranges from
17% - 25%.
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Figure 2. Number of loT devices and annual growth rate by application area [14]

The second fastest growing smart homes are those that implement SHIoT devices
from the "comfort and lighting" group, which includes devices such as lightning devices
as the most common devices in this category, but also window and door sensors as well as
controls such as garage doors management. Given the ease of implementation of devices
in this category, which primarily applies to lightning devices, they often represent an entry
point for users to implement smart home concepts. According to [17], the global market
value of this group in 2023 will be approximately $14.32 billion. The expected annual
growth rate of revenue for China is 41%, for Europe and the USA in the range of 19% -
27%.
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Figure 3. Number of smart homes with SHIoT devices implemented per category (201§-
2023)[15]
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According to the statistics presented, it is concluded that the number of devices in
the IoT concept is growing exponentially. The application of the IoT concept dominates
the private sector, that is, the smart home environment, as the area of application where
most IoT devices are implemented. The number of IoT devices in the concept of smart
home, with the area of industrial IoT, has the highest annual growth rate. The concept of
smart home has a positive trend in terms of penetration of devices in the global market, the
number of households within which SHIoT devices have been implemented, and market
values regardless of the groups of devices combined under this concept. The indicators
analysed accurately and unequivocally indicate that the smart home concept is currently
the most represented and fastest growing area of application of the IoT concept.

3. Network traffic features of IoT devices in smart home environment

IoT traffic can be perceived as network activity through features such as traffic
flow volume (sum of total downloaded traffic and total uploaded traffic), duration of traffic
flow (time between the first and last packet in traffic flow), inactivity time of the device
(time period in which the device does not have an active traffic flow). Network behavioural
modelling is a commonly used approach to address challenges in the communication
network, such as the detection of illegitimate traffic-based events generated by devices in
the network. In general, current approaches seek to identify traffic characteristics at the
network packet level and traffic flow level [18].

Numerous researchers are trying to identify the characteristics of traffic generated
as a product of IoT device communication. The traffic characteristics generated by
individual IoT devices can be a key factor in researching the causal relationships of
generated traffic to certain processes in the communications network. Often, such features
are used to identify IoT devices in the network [9], [10], [19], identification of the used
type of services [20], detection of unauthorized devices in the network [21] and detection
of network traffic anomalies [8], [22].

3.1 Network traffic features on network flow level

The traffic features that researchers observe depend on the goal of the research.
Traffic intensity was used in [9] and [10] to distinguish between MTC and HTC traffic and
the identification of IoT devices. Interpretation of the research results indicates that the
traffic intensity generated by IoT devices is significantly lower (average 66 Kbps, peak 1
Mbps) than for conventional devices (average 400 Kbps, peak 17 Mbps for research) [9].
Differences between MTC and HTC traffic are also evident from the length of the session
(95% of all IoT sessions observed lasts less than 5 seconds). The duration of a session also
affects the amount of traffic transferred per session (in 75% of the sessions observed, the
amount of traffic is less than 1KB, and in 1% of the sessions the amount of traffic is greater
than 10 KB).

In addition to differentiating devices that generate MTC and HTC traffic by
previous traffic characteristics, there is also a difference between individual devices or
groups of devices that generate MTC traffic. According to research [10], individual IoT
devices differ in the amount of traffic transmitted per traffic flow. For example, for LiFX
smart lighting, the amount of data transmitted in most traffic flows is between 130 and 140
bytes, while for the Belkin motion sensor in most traffic flows, the amount of data
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transmitted is between 2800 and 3800 bytes. The same research also identified additional
features that make it possible to differentiate individual IoT devices, such as data rates. So,
in 60% of traffic, LiFX smart lighting transmits data at an average speed of 18 bps, while
Belkin's motion sensor transmits data at a rate of 59-60 bps in 40% of traffic flows. The
small amount of data transmitted throughout a traffic flow is evident in the same study
whereby an analysis of this characteristic was performed at the level of individual devices.
The same research also analyses the duration of traffic flow, where it was found that LiFX
smart lighting generated most traffic flows (50%) in 60 seconds, while the Belkin motion
sensor generates 21% of traffic flows in the same duration. Identified features on the traffic
flow level are shown in Table 1.

Table 1. Traffic features generated by loT devices at the traffic flow level

Label Traffic feature Feature explanation Research
int_traff Traffic intensity The amount of traffic transferred per time [9]
Duration of the Time period in which the device generates
s_dur R [9]
- session traffic
L . The time period during which no active
i D dle t 9], [10
sleep_time evice idie time streams exist for the observed device 91, [10]
The ti iod bet the first and last
flow dur Flow duration e time period between the first and las [10]
- traffic flow packets
flow vol Traffic volume The total amount of incoming and outgoing [10]
- traffic per traffic flow
ave flow rate Average data rate Ratio of traffic flow volume and flow [10]
ve_tlow_ of traffic flow duration
Packet size in traffic flow can be viewed
pack_size Packet size through statisti(?al measun.as.such as mean, 81, [9], [19],
- standard deviation, and minimum or [23]
maximum values
proto Protocols used Communication protocols used in traffic flow  [10]
The number of packets transmitted during the
Number of packet 8
no_pack umber of packets traffic flow [8]
. Packet interarrival Time between the arrival of two consecutive
iat (8], [23]

time

packets in a traffic flow

Research [19] seeks to classify IoT devices by semantic characteristics (IoT
nodes, electronic devices, cameras, and switches) using traffic flow features such as packet
length statistics, packet counts, and communication protocols used. The research assumes
that all devices in a particular category have the same or approximately the same
characteristics, which may not necessarily be true. Evidence of this is the 74.8% detection
accuracy of the developed model. Packet size and packet interarrival time in traffic flow
are also discussed by authors in research [23] who seek to identify [oT devices in a smart
home environment.
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3.2 Network traffic features on network packet level

Some studies, to identify IoT devices, detecting anomalies, or solving other class-
oriented problems focused on considering the traffic features of such devices at the network
packet level. Identified features on the network packet level are shown in Table 2. The
research presented in [21] seeks to detect unauthorized IoT devices in a communications
network. In doing so, three package-level features have been identified as relevant in the
device classification. All three features relate to the TTL (Time to Live) of each package
(minimum value, average value, and first quartile value).

Table 2. Traffic features generated by 1oT devices at the packet level

Label Traffic feature Feature explanation Research

Monitoring the use of certain protocols

P f protocol 241, [25

proto resence of protoco in the current packet [24], [25]
The number of network The value in an IP packet that tells

ttl nodes the packet goes network nodes whether to forward the [21]
through packet to the next node or discard it

p_size Packet size Size of individually observed packet [24]

The source and destination IP address
i Packet IP 24
ip_addr acket TP address recorded in the packet header [24]

Researches [23] and [25] use the network packet features generated by such
devices on different TCP / IP layers to identify individual IoT devices. Feature values are
binary, that is, indicate the presence of the observed feature such as IP addresses, source,
and destination communication ports, use of certain protocols (ARP, LLC, 1P, ICMP,
HTTP, SSDP). Also features such as packet size, communication port class, and destination
IP address counter are observed. Network packet features were also used in research [24]
where features such as packet size, protocols, source, and destination IPs were observed
for DDoS traffic detection.

4. Conclusion

Analysed research shows that traffic features are more frequently considered and
used at the traffic flow level than at the network packet level. The aforementioned
researches also use the features presented to identify individual devices or to classify them
based on the semantic characteristics of the devices in question. Traffic flow as the level
of observation and analysis of traffic features is selected because it represents the
aggregated (statistical) data of the packet header for communication between source and
destination. Packet-level traffic feature analysis captures more information such as package
content, and also requires more computing resources to store and process. Given that most
devices and applications nowadays use cryptographic methods when communicating, the
contents of a packet cannot be viewed and analysed in an economically, timely and legally
acceptable manner. Accordingly, observing and analysing traffic features at the traffic flow
level is an acceptable and frequently used approach in numerous studies.

- 198 -



Future research of the problem area will seek to utilize the traffic features
identified by this research for defining classes and developing a classification model of [oT
devices in a smart home environment. The future research will aim to define classes of [oT
devices and develop a classification model that will not depend on the semantic
characteristics of the device or the individual device. Such an approach has the potential to
be applied to currently existing IoT devices but also on future devices.
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Rezime: Broj uredaja koji koegzistiraju u Internet of Things (IoT) okruzenju je u stalnom
porastu, a njihova primena postaje sve raznovrsnija. To otvara mnoge istrazivacke oblasti
i probleme. Primeri takvih oblasti su klasifikacija IoT uredaja, otkrivanje poremecaja
mreznog saobracaja kojeg generisu takvi uredaji, nadzor i upravljanje IoT uredajima i
komunikacionom infrastrukturom. Pojedina istrazivanja ukazuju na homogenost
ponasanja uredaja unutar pojedinih grupa IoT uredaja i heterogenost izmedu razlicitih
grupa. Posebno se istice problem definisanja grupa uredaja sa slicnim karakteristikama.
U ovom radu analiziran je mrezni saobracaj generisan loT uredajima kako bi se dobio
wvid u karakteristike saobracéaja koje se mogu koristiti kao okvir za dalja istrazivanja u
oblasti definicije klasa uredaja i klasifikacije uredaja u IoT okruzenju.

Kljuéne reéi: klasifikacija, tok mreznog saobracaja, otkrivanje poremecaja, DDoS
ANALIZA KARAKTERISTIKA MREZNOG
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